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ABSTRACT

Ransomware-as-a-Service (RAAS), a new cybercriminal actor, is making ransomware attacks more potent and widespread. This research comprehensively
assesses Ransomware-as-a-Service (RAAS) ecosystem phishing detection and prevention solutions. Seven studies compare RAAS-enabled phishing detection
and prevention effectiveness, challenges, and trends. The findings recommend a multi-layered, context-aware approach for organizational resilience to
shifting cyber threats. This thorough phishing attack detection and security study examines ransomware-as-a-service. Phishing attacks leverage human
weaknesses to steal sensitive data and are becoming more sophisticated. Since RAAS makes ransomware attacks easier, even non-technical people may launch
deadly ones. Money is making ransomware assaults more common and severe, putting people, organizations, and key infrastructure at risk. These new attacks
must be detected and mitigated to safeguard digital assets. This study compares RAAS ecosystem phishing attack defence detection and mitigation technologies

to identify strengths, weaknesses, and emerging trends.
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1. Introduction

Recent cybercriminal actor ransomware-as-a-service
(RAAS) is strengthening and spreading ransomware attacks.
According to [1], RAAS systems allow even non-technical
users to conduct ransomware operations. Like legal software-
as-a-service (SaaS) firms, this business model offers hackers
customer support, variable ransomware variants, and user-
friendly interfaces. Given the reduced entrance barrier of
RAAS, more individuals can start ransomware attacks [1].
The ubiquitous availability of ransomware tools and services
has led to several attacks on healthcare, financial, and
government businesses [2]. Believes that ransomware attacks
will cost $265 billion globally by 2031, demonstrating their
financial impact.

A phishing attack uses deceptive emails, messages, or web
pages to steal personal information or download malware [3].
Social engineering and contextual information are helping
these attacks get smarter. Understanding the complex cyber
threat environment is crucial when RAAS and phishing
attacks converge, creating a major cybersecurity challenge
[3]. Due to RAAS platforms monetizing ransomware,
phishing attacks' popularity and complexity, and other
aspects, cyber dangers are always evolving. To identify,
mitigate, and prevent RAAS-enabled ransomware attacks,
significant research and analysis are needed. These attacks are
increasing in frequency and severity. The most typical method
ransomware spreads in RAAS ecosystems is via phishing
attacks, adding to the ever-changing list of risks. A basic
process diagram of which is shown in Figure 1. To address
that gap, this study compares RAAS phishing attack detection
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and mitigation methods. It will illuminate phishing attack
Defense benefits, disadvantages, and new directions.

This research aims to focus on RAAS phishing detection
and prevention. Comparing detection and mitigation
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Fig. 1: Typical Ransomware Attack Process [3]

solutions in RAAS ecosystem phishing attack defense will
reveal strengths, drawbacks, and emerging trends. The
research also educates cybersecurity professionals,
policymakers, and companies about ransomware threats'
dynamic nature and the necessity for proactive defenses.
According to [4], knowing how cybercriminals work and their
preferred attack pathways is necessary to develop robust
cybersecurity strategies that can adapt to changing threat
scenarios. By highlighting the challenges and advantages of
countering phishing attacks inside RAAS, the research
contributes to cyber resilience discussions.

Ransomware spreads largely via phishing attacks in
RAAS setups. Cybercriminals employ phishing to
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propagate ransomware by tricking victims into clicking on
infected emails or links. Phishing and RAAS enhance
ransomware attacks' impact and make detection and
protection harder. Investigating the confluence of RAAS and
phishing threats is necessary to design comprehensive
defence strategies. This document's structure: A
comprehensive study of phishing attack detection and RAAS
literature follows. Next, we discuss RAAS frameworks'
phishing detection and prevention methods. The parts that
follow include case examples, examine present issues, and
suggest future paths for this field's practice and study.

2. Literature Review

The objective of this section is to provide a comprehensive
overview of all pertinent concepts pertaining to research
subjects addressed by previous scholars.

2.1 Ransomware-as-a-Service (RAAS)

When ransomware became lucrative for hackers in the
early 2010s, RAAS systems were started. First, RAAS
systems were simple and ran on dark web marketplaces and
underground forums [5]. Despite their simplicity, these early
platforms offered ransomware toolkits and help to hackers.
Another research note is that cloud computing has made
RAAS systems' user interfaces more complex and intuitive

[6].

RAAS ecosystems' various business structures and
monetization methods show cybercriminals' entrepreneurial
drive. Research reveals that ransomware companies use
subscription models. Producers who rent their software to
customers or affiliates keep a part of the ransom fees [7]. This
revenue-sharing method ensures platform administrators a
steady income and motivates affiliates to spread ransomware
actively. Affiliates may sell stolen data or provide victims
with decryption keys and assistance to make RAAS
operations more lucrative and robust [7].

RAAS platforms have democratized ransomware,
changing the criminal environment, according to [8]. Only a
tiny number of hackers have been able to design and deploy
ransomware attacks owing to technical expertise and
resources. RAAS systems make ransomware more accessible
by providing complete malware creation and distribution
options. This democratization of distribution allows anybody,
including non-technical people, to initiate ransomware attacks
[8]. Due to the lower entrance barrier, ransomware assaults
and their harm have increased dramatically.

The exponential rise and enhancement of RAAS systems
have changed criminality and challenged traditional
cybersecurity methods. Since ransomware has become a
commodity via RAAS, [9] suggested reevaluating existing
defensive and response methods. Static analysis and
signature-based detection struggle to mitigate RAAS-enabled
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ransomware's adaptability. Thus, RAAS ecosystems need
innovative and adaptable cybersecurity solutions to detect,
minimize, and prevent ransomware attacks. Cybersecurity
specialists, researchers, and legislators must collaborate to
develop defences against RAAS threats, which change often.

2.2 Phishing Attacks: Techniques, Trends, and Challenges

The literature is full of phishing assaults that utilize
different methods to fool and influence victims. According to
[10], email phishing attacks are frequent and include
fraudsters posing as trustworthy businesses to obtain personal
information or induce consumers to download hazardous files
or click on links. The general phishing attack process given
by [10] is shown in Figure 1. The research discusses spear
phishing, which leverages personal information to make
fraudulent messages more persuasive and effective to specific
persons or organizations [11]. Also mention the emergence of
smishing and vishing as ways to deceive victims into
disclosing critical information [12]. Overall, research reveals
that phishing attack strategies are complicated and ever-
changing, requiring several defense systems.

Phishing Process Flow and Phases

Target Information Gathering Devising Attack Method

Attacker Exploits Vulnerability and Suitable Medium

* &

Attacker Sends Threat User Responds

& I

User’s Valuables Disclosed to Attacker

Fig. 2: General Phishing Attack Process [10]

Recent phishing trends have shown fraudsters' growing
proficiency and versatility, causing major issues for defensive
systems. The research addresses pretexting and pretext-based
phishing to bypass security and influence human psychology
[13]. Another research reports an increase in hybrid phishing
attempts [14]. These attacks use email, audio, and text to boost
success. Due to mobile devices and social media, research
also noted that phishing attacks have spread across many
communication channels [15]. These developments
demonstrate the necessity for proactive and adaptive RAAS
phishing detection and prevention.
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Even though cyber security awareness and technology
have improved, phishing attacks still plague organizations and
individuals worldwide. Another study says the human factor
iS a major issue in the literature [16]. Despite security
measures and technical advances, hackers still use people's
biases and misperceptions to deceive and control them.
Another study noted that phishing and social engineering
schemes change often, making standard detection methods
problematic [17]. The anonymity of digital communication
channels and the global internet make it hard to identify and
punish phishers. A comprehensive plan that includes technical
improvements, user education, and stakeholder collaboration
is needed to combat phishing attacks.

2.2.1 Detection Methods for Phishing Attacks

Phishing detection must be intelligent and flexible to keep
up with the ever-changing threat environment. This section
critically examines the main methods, including machine
learning, artificial intelligence, heuristic, and behavioural
analysis detection approaches from the literature.

2.2.2 Signature-based detection methods

Signature-based detection may stop malicious emails
containing links, attachments, or patterns. Known phishing
attacks inspired these methods. Studies show how signature-
based systems can detect phishing threats [18]. To address
new threats, recognized signature databases are updated
constantly. One criticizes signature-based detection. They say
signature-based detection is reactive and cannot detect zero-
day or unknown phishing attempts [19]. Signature-based
detection's high false positive rates may also identify benign
emails as malicious, frustrating users and disrupting
companies.

2.2.3 Heuristic and Behavioral Analysis Approaches

Heuristic and behavioural analysis approaches identify
phishing attempts by detecting suspicious actions and
attributes rather than preset indications. Polymorphic
phishing attacks utilize obfuscation to escape signature-based
detection; [20] discuss how well heuristics detect them.
Heuristic methods identify and prevent new phishing emails
by evaluating their behavior and abnormalities. Also research
user behavior and interaction patterns using machine learning
methods [21]. It helps detect complicated phishing efforts that
mimic actual interactions.

2.2.4 Machine Learning and Al-based Detection Methods

Modern phishing detection systems utilize machine
learning and Al to examine massive data sets for detailed
patterns that suggest criminal intent. Another research
focused on decision trees and support vector machines, two
supervised learning approaches that can adapt and learn from
new data to improve phishing detection accuracy [22].

According to [23], deep learning algorithms and natural
language processing may identify semantic and contextual
evidence of phishing intent. False positives, model
interpretability, and adversarial attacks limit the potential of
machine learning and Al-based phishing detection. These
challenges must be studied and improved.

2.3 Mitigation Strategies for Phishing Attacks

A multi-pronged phishing attack mitigation approach that
integrates technology and user-centric methods increases
cybersecurity. After going through the literature, this section
critically analyses user awareness and education initiatives,
email filtering and security, multi-factor authentication, and
secure communication routes as main mitigation strategies.

2.3.1 User Awareness and Education Programs

User awareness and education campaigns teach phishing
detection and response. One author found that continual
security training and awareness efforts reduce phishing
attempts [24]. Another Stress is that simulated phishing
activities may help organizations find and fix vulnerabilities

and improve user awareness and resilience. Education
initiatives may enhance awareness, but other mitigation
strategies are needed to guard against phishing attacks [25].

2.3.2 Email Filtering and Security Protocols

Email filtering and security prevent phishing attacks by
automatically analyzing incoming emails for hazardous
content and phishing activities. Research examines how
effectively advanced email filtering technology can detect and
prevent phishing emails using rules, signatures, and heuristics
[26]. One discusses using domain-based message
authentication, reporting, and conformance (DMARC)
protocols to prevent email spoofing and verify email senders
[27]. Another says security and email filtering defend against
phishing. Advanced attacks that employ social engineering to
escape detection may outweigh existing defenses [28].

2.3.3 Multi-factor Authentication and Secure
Communication Channels
Multi-factor authentication (MFA) and encrypted

communication channels may avoid phishing attempts, which
steal user credentials. Research explores how multi-factor
authentication (MFA) reduces the effect of phishing attacks
by requiring several verifications to access crucial accounts or
systems [28]. He designed an 10T-based healthcare MFA, as
shown in Figure 2. To avoid unwanted access and interception
of sensitive information, [29] recommend encrypted email
and messaging systems. Even if multi-factor authentication
and encrypted communication channels enhance security,
[30] emphasize the need to make implementations simple and
integrate them smoothly with existing procedures to increase
adoption and compliance.

95



N. Ifthtikhar et al. / The Nucleus 61, No. 2 (2024) 93-100
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Fig. 3: MFA loT: Internet of Healthcare Things [28]

Ref. Year Paper Title Journal Name  Limitations

[38] 2024 "Reimagining IEEE Access  Limited focus on
Authentication: A RAAS-specific
User-Centric ~ Two- challenges
Factor Authentication
with Personalized
Image Verification"

[34] 2022 "Deep Learning for IEEE Access Lack of analysis on
Phishing  Detection: machine learning in
Taxonomy, Current RAAS contexts
Challenges and Future
Directions"

[35] 2022 “Empirical evidence Indonesian Focuses  primarily
of phishing menace Journal of on user-centric
among undergraduate Electrical strategies
smartphone users in Engineering
selected universities and Computer
in Nigeria” Science

[31] 2020 "The Ransomware-as- Computers & Limited focus on
a-Service  economy Security phishing attack
within the darknet" vectors within

RAAS

[32] 2020 "A  comprehensive Telecommunica Lack of RAAS-
survey of Al-enabled tion Systems specific  phishing
phishing attacks detection strategies
detection techniques"

[36] 2020 "Applicability of Artificial Limited discussion
machine learning in Intelligence on evolving
spam and phishing Review phishing tactics
email filtering: review
and approaches"

[37] 2020 "An In-Depth IEEE Access  Limited exploration
Benchmarking  and of heuristic
Evaluation of approaches in
Phishing  Detection RAAS settings

Research for Security
Needs"
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The "Type of Study" column in this updated table
specifies whether the focus was on detection, mitigation, or
both. The "Methodology" column lists the precise techniques
or approaches utilized in each study. This update offers a more
thorough and understandable summary of the state of the
field.

2.4 Research Gap

Phishing tactics, trends, and mitigation solutions are well-
documented, but there needs to be more study on
Ransomware-as-a-Service (RAAS) ecosystems. To prevent
sophisticated RAAS-enabled phishing attacks, research
focuses on individual mitigation and detection techniques,
neglecting strategy interactions and success. Continuous
research on RAAS and how it influences phishing attack
dynamics is needed to adapt existing tactics to new threats.

This research addresses that requirement by evaluating
phishing attack detection and prevention methods, focusing
on RAAS challenges. This study combines detection,
mitigation, and RAAS operating dynamics to understand the
complex relationship between phishing attacks and RAAS
systems. This research will also analyze current
methodologies' strengths, weaknesses, and trends to improve
RAAS ecosystem cybersecurity resilience against phishing
assaults by comparison analysis. The study's main purpose is
to solve cyber resilience research knowledge gaps so
organizations, cybersecurity specialists, and politicians may
better comprehend and battle RAAS-enabled cybercrime's
ever-changing phishing assaults.

3. Methodology

The method utilized a literature-based comparative
analysis examining phishing research to find trends, tactics,
and countermeasures. This strategy illuminates the complex
dynamics of RAAS-enabled cybercrime by merging study
results. The research compares publications using certain
criteria to provide a focused and complete examination.
Figure 4 below shows a flow diagram for this research.

Inclusion criteria:

e Focus on phishing attack detection and mitigation
methods.

e Address the unique challenges presented by RAAS
ecosystems.

e  Provide empirical evidence or theoretical frameworks for
evaluating the effectiveness of the proposed methods.

e Research between 2020-2024
Exclusion Criteria:

e Research before 2020.
e  Studies on unspecific phishing detection and mitigation.
e  Studies ignoring RAAS platform issues.
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e Blogs, news, and opinions to guarantee analytical rigour
and trustworthiness.

e  Studies without empirical data or theoretical frameworks.

+ Focus on phishing attack
detection and mitigation
methads,

+ Mddress RARS ecosystems
challenges.

Emmpirical evidence or
theoretical framewarks
required.

Research fram 2000t
0

Fig.

Research Design Process

Literature
comparative
analysis
Google Scholar
Database search
l Research before 2020,
i , s Unspecific phishing
Inclusion/exclusion studies.
Criteria * lanoring RAAS issues,
+ Blogs, news, opinions.

Lacking empirical data or
thenretical framewarks,

|

7 studies included

|

Comparative
analysis

4: Research Flow Diagram

The method uses IEEE Xplore, Research Gate, and
Google Scholar as the main search engines to find relevant
studies. Table 2 shows the research keywords and search
strings utilized. A total of 7 studies are chosen for analysis.

Table 2: Keywords and Search Strings

Keywords

Search Strings

Phishing Attacks

Phishing  Detection

Methods

Mitigation Strategies
RAAS Ecosystem
Phishing Trends
RAAS Challenges
Detection Techniques

RAAS Evolution

"Phishing attacks" AND "RAAS"

"Phishing detection methods" AND "RAAS"

"Mitigation strategies" AND "RAAS"
"RAAS ecosystem" AND "cybercrime"
"Phishing trends" AND "RAAS"

"RAAS challenges" AND "phishing attacks"
"Detection techniques” AND "RAAS"

"RAAS
mitigation™

evolution”  AND  "phishing

Findings and Trends

This section shows the comparative results of the
methodology employed. Table 3 below shows detection
methodologies comparatively as discussed by each selected

study.

Table 3 Comparative Analysis of Various Phishing Attack Detection
Methods in RAAS

Study Year Detection Methodologies Key Findings
[39] 2023 Signature-based, Heuristic Limited effectiveness
against RAAS

[40] 2024 Machine Learning,  Adaptive but not
Behavioral Analysis foolproof

[41] 2022 Heuristic, Pattern  Effective against known
Recognition threats

[42] 2023 Al-based, Statistical High  accuracy  but
Analysis complex

[43] 2023 Hybrid Detection, Anomaly  Robust against
Detection polymorphic attacks

[44] 2023 Behavioural Analysis, Deep  Context-aware, adaptable
Learning

[45] 2023 Feature-based NLP  Limited by data quality

techniques

Table 4: Comparative Analysis of Mitigation Strategies Employed in RAAS

Environments

Study Year Mitigation Strategies Key Findings

[43] 2023 User Awareness Programs, Effective  but  user-
Email Filtering dependent

[45] 2023 Multi-factor Authentication, Robust but resource-
Secure Channels intensive

[42] 2023 Al-driven Monitoring, ~ Proactive, reduces impact
Incident Response

[43] 2023 Endpoint Security, Network  Comprehensive but
Segmentation complex

[41] 2022 Threat Intelligence, Policy Adaptive, compliance-
Enforcement driven

[39] 2023 Data Encryption, Access Secure but may hinder
Controls usability

[40] 2024 Behavioral Analytics, Real- Dynamic, real-time

time Monitoring

response required

Table 5: Emerging Trends in Phishing Attack Techniques within RAAS

Ecosystems

Study Year Emerging Trends Key Findings

[41] 2022 Evolving Tactics, Social Increasingly
Engineering sophisticated attacks

[39] 2023 Hybrid Attacks, Multi-  Diversified and
channel Campaigns coordinated strategies

[42] 2023 Al-driven Attacks, Context-  Adaptive and targeted
aware Phishing

[40] 2024 Polymorphic Malware,  Complex, varied threats
Insider Threats

[43] 2023 Automation, RaaS  Increased efficiency,

Specialization

specialized services
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[45] 2023 Cloud-based Attacks, Cross-
platform Exploits

Expanding attack
surface, broader impact

[44] 2023 Zero-day Exploits,  High-risk, low-
Advanced Evasion  detection attacks
Techniques

4. Discussion Insights from the Comparative
Study

A comparison of the chosen studies explains the
complicated topography of phishing attack detection,
mitigation, and trends in Ransomware-as-a-Service (RAAS)
ecosystems.

3.1 Detection Methods

Key findings include the range and complexity of RAAS
phishing detection systems. Despite high success rates,
machine learning and Al-based phishing threat detection
systems are complex and resource-intensive. The adaptive
and context-aware heuristic and behavioral analysis
approaches may need updates to thwart hackers' ever-
changing schemes. Given these disparities, a multi-pronged
phishing detection approach that uses the best of various
methods is necessary to fight against sophisticated assaults.

3.2 Mitigation Strategies

The research emphasizes the need for phishing mitigation
to protect RAAS ecosystems. Real-time monitoring, multi-
factor authentication, and user knowledge may minimize
phishing. Some solutions sacrifice security and user
experience, which are finely balanced. Customize one’s
approach to user needs and leverage adaptable and context-
aware solutions to create a safe and enjoyable user experience.

The research emphasizes multi-channel campaigns,
context-aware phishing, and Al-driven RAAS phishing.
These patterns reflect more complex and targeted assaults that
exploit system flaws and use sophisticated evasion methods
to go undetected. Protecting against RAAS systems' wide
phishing attempts is increasingly important due to shifting
threats. Threat prediction and reaction need proactive and
adaptive defence.

Finally, RAAS phishing complexity is shown by these
experiments.  Cybersecurity experts, researchers, and
organizations must cooperate, analyze, and develop resilient,
flexible, and environment-aware detection and mitigation
approaches.

5. Challenges and Gaps

4.1 Identified Challenges in Detecting and Mitigating
Phishing Attacks in RAAS

The development of RAAS system phishing is an issue.
Hackers constantly innovate to break into networks and steal
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data. Al and context-aware phishing outperform security [48].
In a shifting battlefield, attackers' fast plan changes may test
conventional detection methods. Finally, phishing assaults are
becoming smarter. Thus, we need mitigation tools that can
handle complicated coordinated campaigns, eliminate false
positives, and protect user experience.

4.2  Gaps in Existing Literature and Practices:

The analysis also uncovers gaps in RAAS phishing attack
detection and prevention expertise. Many studies have studied
particular detection and mitigation measures, but only some
have synthesized them and tested them in RAAS situations.
Researchers need to learn more about how different tactics
might work together to boost cybersecurity since present
research generally ignores the connection between detection
and mitigation measures. Human factors are also important in
phishing mitigation techniques; however, RAAS ecosystems
have yet to be studied. Human factors include user behavior,
awareness, and decision-making [47].

4.3  Limitations of Current Detection and Mitigation
Methods

The comparison analysis shows that RAAS phishing
detection and mitigation methods have disadvantages.
Heuristic and signature-based detection systems handle
recognized threats effectively, but they may miss
polymorphic phishing attempts with sophisticated evasion
methods. Multiple-factor authentication and real-time
monitoring offer great mitigation capabilities, but they may
need to be more user-friendly and able to survive complicated
attacks on human vulnerabilities [46]. Because certain
sophisticated detection and mitigation tactics are resource-
intensive and may be too much for businesses with limited
cybersecurity experience and infrastructure, it is crucial to
discover solutions that can be customized.

The comparative analysis showed gaps and problems,
underlining the need for research, innovation, and
collaboration to build RAAS ecosystem-specific, adaptive,
comprehensive, and context-aware phishing attack detection
and prevention solutions. Cybersecurity specialists may
supplement expertise and assist organizations in resisting
RAAS-enabled phishing [49]. Data security and stakeholder
confidence in the digital era.

5. Conclusion

Overall, Comparisons of Ransomware-as-a-Service
Phishing defence options for the RAAS environment were
fascinating. Al detection and machine learning were accurate,
but their complexity and resource restrictions needed to be
addressed. Although more versatile, heuristic and behavioral
analysis needs assault upgrades. User understanding, multi-
factor authentication, and real-time monitoring may reduce
phishing. Success has come from these techniques. All
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methods demonstrated the need for security-user satisfaction
balancing. RAAS-enabled phishing attempts highlighted the
need for adaptive and proactive security. Addressing
problems and gaps in practices and literature may help
organizations defend against RAAS-enabled phishing, secure
sensitive data, and retain digital trustworthiness.

Accurate machine learning and Al identification were
challenging and resource-intensive for future study.
Behavioral and heuristic analyses were more flexible but
required regular assault upgrades. Real-time monitoring,
multi-factor authentication, and user awareness reduce
phishing. These methods worked well. All these ideas
revealed that one must balance security and user enjoyment.
Unigque RAAS-enabled phishing attempts were found,
emphasizing the necessity for proactive and adaptable
security. Research suggests RAAS phishing needs a
complicated, context-based approach.  Cybersecurity
researchers must provide robust, adaptable, and user-friendly
solutions. Addressing present practices and literature
restrictions may increase digital organization data security,
RAAS-enabled phishing resistance, and trustworthiness.

Though imperfect, RAAS ecosystem phishing attack
detection and mitigation methods are extremely accurate.
These methods boost cybersecurity and protect sensitive data
from bad actors. Using sophisticated algorithms, behavioural
analysis, and hybrid techniques, academics and practitioners
have created strong phishing solutions that dramatically
reduce risk and damage.
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