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ABSTRACT

The Internet of Vehicles (IoV) is becoming an interesting topic among researchers and it has emerged as a rapidly advancing field within Vehicular Ad-hoc
Networks, facilitating intelligent communication between vehicles and the cloud through the integration of Internet of Things (IoT) technologies. The loV
surroundings face serious challenges due to the highly interrelated nature of vehicles and infrastructure in certifying privacy and security. Traditional
approaches to authentication lack the strength required to protect against developing fears, leaving systems vulnerable to attacks. This survey addresses the
gap by employing formal analysis approaches to prove authentication protocols, targeting to reinforce safety and confidentiality in loV systems. The loV
communication model consists of Vehicle-to-Vehicle, Vehicle-to-Infrastructure, Vehicle-to-Personal Devices, and Vehicle-to-Cloud. Smart automobiles are
equipped with cameras, radars, on-board units, and sensors to help reduce the number of accidents by giving drivers or autonomous vehicles up-to-date
information on roads, traffic signals, and other pertinent entities. As human lives are at risk, security and privacy in the loV communication paradigm are
critical and cannot neglected. Security and privacy breaches may cause accidents because the attacker can inject false information into the system as the
communication channel is open and unsecured. The researchers proposed many authentication protocols to provide secure communication between loV
entities. Although surveys on loV security and privacy issues deal with communication and computation costs, they lack formal analysis of the authentication
protocols. This survey reviews the informal analysis and formal analysis methods used by various authentication protocols. Furthermore, the challenges and
future work are also included in this survey.

Keywords: Internet of Vehicles, Security Requirements, Authentication Protocols, Formal Analysis, Informal Analysis

1. Introduction scenarios play an important role in people’s daily lives.
Since the opportunities in urban areas increasing day by day
the use of vehicles is also increasing rapidly. There are 290
million registered vehicles in the United States in 2022.
Thus, in the United States, cities are also adopting smart
transportation technologies to tackle similar challenges [3].
Another example discussed in [4] is Riyadh the busiest city
in Saudi Arabia, cities like Riyadh are experiencing
significant traffic congestion due to rapid urbanization and
an increasing number of vehicles on the road. To address
these issues a perfect smart loV system must be
implemented. This system aims to analyze data from various
sources, including sensors and cameras to enhance real-time
traffic monitoring and provide timely updates to drivers,
improving traffic flow and reducing delays. Consequently,
the catastrophic expansion of the transportation system,
researchers have combined technologies such as cloud

The transportation networks throughout the world are
under tremendous strain. Due to the growing global
population and the concurrent rise in the number of
automobiles. With over one billion vehicles currently in use
and projections reaching two billion by 2035, the resulting
traffic jams and increased road accidents highlight the urgent
need for innovative solutions [1]. The (WHO) reported in
2023 that approximately 1.19 million people lose their lives
in automobile accidents each year. There are an additional
20 to 50 million non-fatal injury cases, many of which result
in disability. WHO also pointed out some risk factors
(speeding, non-use of motorcycle helmets, seat-belts and
child restraints, distracted driving, unsafe road infrastructure,
and unsafe vehicles) that should addressed to prevent deadly
collisions and lower the number of severe injuries [2].
Previous informal analysis techniques in loV safety are . ’
limited by their qualitative, subjective nature, which usually ~ computing, Vehicular Ad-hoc Networks (VANETs), and
leads to insufficient security evaluations. They typically lov.
delivered a broad view of threats without rigorous 1.1  Cloud Computing (CC)
verification against specific attacks, such as replay or
impersonation, which limits their reliability. In contrast, the
proposed survey and formal analysis systematically identify
these gaps. By leveraging formal verification tools such, as
AVISPA, BAN logic, and Scyther, the suggested study
rigorously asses impotent security features integrity,
confidentiality, and anonymity by reproducible tests and
quantifiable. This certifies detailed safety validation against
advanced adversarial processes improving confidence in loV
protocol strength. Transportation systems in real-world

CC provides on-demand resources for the users. The
National Institute of Standards and Technology (NIST)
defines cloud computing as “CC is a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources, such as
(networks, servers, storage, applications, and services) that
can be rapidly maintained and released with minimal
management effort or service provider interaction” [5]. The
NIST provided the 5 necessary characteristics, 3 service
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models, and 4 deployment models for cloud service
providers (CSP) are shown in Fig.1.
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lov Communication [6]

1.2 Vehicular Ad-Hoc Network

VANET is a type of wireless communication technology
used in automobiles. These networks serve to improve traffic
safety and efficiency in the current transportation systems by
facilitating information exchange between vehicles and
infrastructure. A VANET faces limitations in processing
extensive information from sensors and devices in their
environment, hindering global analysis. To tackle this issue,
the progression towards the IoV aims to provide smart cars
with multi-sensor platforms, strong computing units, and
Internet connectivity. The proposed study enriched
cooperation and communication between cars and other
gear.

VANET achieves good outcomes in short-term usage
like removing redundant data, still, they are not
appropriate to control and assess worldwide information in
large-scale situations due to their processing boundaries [7].
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1.3  loV Communication Model

The loV is a well-known and hot area of research
domain. The 10T and VANETS are integrated to structure the
loV, which delivers a useful solution to different traffic
administration and  driving challenges. Information
technology assists a lot in providing the loV, which
enhances driving capability and efficiency in passenger
safety. loV-certifies improved associations and information
sharing opens up new opportunities for updating techniques
to traffic-concern problems, generating secure and effective
mobility settings. Three important components play an
essential role in the communication of the loV: vehicular
mobile Internet, intra-vehicular conversation, and inter-
vehicular conversation [8]. Vehicle-to-infrastructure (V2I),
Vehicle-to-Vehicle (V2V), Vehicle-to-Cloud (V2C), and
Vehicle-to-Personal devices (V2P) are the diverse
communication forms that generate a diverse vehicular
network that is the loV [9]. The smooth communication and
interchange of data between automobiles, roadside units,
personal gadgets, sensors, cloud, and infrastructure elements
is made possible by this diversified network architecture.
The basis for sophisticated and intelligent vehicle systems in
the loVis the integration of these communication
components. Fig. 2 describes the communication entities
involved in loV.

i. V2I: The communication between cars and roadside
structures, like traffic lights and signs, helps improve
traffic control and safety. Vehicles with this system
enabled are able to get critical information, like traffic
updates and alerts, which ultimately enhances decision-
making capabilities. Deploying V2l technology has the
potential to substantially enhance the effectiveness of
transportation networks, particularly in urban areas [10].

ii. V2P: In an attempt to make driving safer for everyone,
Vehicle-to-Infrastructure (V2P) communication involves
both pedestrians and vehicles. This can help reduce
accidents by alerting wvehicles when people are
approaching and vice versa. Leveraging mobile and
connected devices, V2P systems can provide real-time
notifications and warnings, assisting in the development of
safer [11].

iii. V2C: Refers to the information exchange between
vehicles and cloud platforms. It enables vehicles to obtain
various vehicle application services from cloud platforms,
for example, navigation, monitoring, emergency rescue,
and entertainment. These services are processed and
calculated by cloud platforms and then sent to vehicles
through Vehicle-to-Cloud (V2C) [12].

iv. V2V: Vehicles can directly interact with each other
through communication, exchanging details about their
direction, speed, and potential hazards. Applications like
cooperative driving and accident avoidance, where
vehicles may make judgments based on real-time
information from other adjacent vehicles, depend heavily
on this technology. Studies reveal that by empowering
cars to react proactively to shifting road conditions, V2V
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communication can lower the chance of collisions and
enhance overall traffic safety [13].

1.4  Contribution

This study conducts a thorough survey of authentication
protocols within the loV, focusing on the formal analysis of
these protocols. It reviews existing literature to identify
which research studies utilize specific tools and
methodologies to verify the correctness and security of their
proposed authentication mechanisms. The goal of the study
is to further knowledge of the state of loV authentication
methods today and their efficacy in guaranteeing secure
communications by pointing out the formal analysis using
different strategies. This work highlights the significance of
rigorous validation techniques in improving the security of
loV, which is crucial for directing future research and
development in the field. The key points of this survey are as
follows:

e Tool Usage: The survey identifies several methods and
tools used in the literature to confirm the accuracy of
loV authentication protocols.

e Formal Analysis: It highlights how important formal
analysis is for evaluating the security characteristics of
authentication protocols, which is essential for spotting
weaknesses and guaranteeing strong security measures.

e Survey Gaps: To the best of our knowledge, the formal
analysis tools and techniques employed in loV
authentication protocol research have not been
comprehensively surveyed. Consequently, our study
aims to address this gap by leveraging the formal
analysis methods utilized by researchers in this domain.

Challenges and Future Directions: This survey provides a
valuable resource for researchers and practitioners working
to develop more secure and effective loV authentication
protocols, including the verification of their correctness
through formal analysis. The study offers guidance to
support and advance future research in this field.

2. Methodology

The rationale underlying this study is predicated upon the
accelerated advancement of the IloV and its burgeoning
integration into our everyday lives. We survey to investigate
the formal analysis methods employed by researchers to
verify their loV authentication protocols. By conducting a
thorough examination of the existing literature, we endeavor
to identify prevailing trends, proven best practices, and
prospective areas warranting further research within this
dynamically evolving field. This paper aims to thoroughly
examine and resolve the following key research questions in
the loV environment:

i.  What are the attacker's capabilities and types of security
attacks?
ii. What are the security requirements and their solutions?

ili. What authentication protocols have been proposed, and
how are they analyzed through informal and formal
methods?

iv. What challenges need to be addressed in the context of
authentication protocols?

2.1  Selecting and Reviewing Scholarly Sources

Thoroughly reviewing, evaluating, and incorporating
pertinent academic literature is a crucial step in undertaking
a robust scholarly investigation. This process entails
thoroughly reviewing and synthesizing pertinent academic
publications to establish a strong foundation for the study.
To ascertain alignment with state-of-the-art research
methodologies, we prioritized scholarly articles published
within the past five years since 2024, concentrating on the
topic of loV authentication protocols. The identified digital
repositories were thoroughly searched to procure the
essential publications:

i. Google Scholar

ii. Springer

iii. |EEE Explorer
iv. ACM

v. MDPI

vi. Science Direct
vii. Semantic Scholar
2.2 Research Approach

A set of targeted keywords was employed to identify
relevant articles. These keywords encompassed terms like
"loV security," "Internet of Vehicle security," "loV
authentication protocols,” "loV authentication protocols
informal and formal analysis," and "Authentication protocols
formal analysis tools." The search utilized Boolean operators
(AND, OR) to refine the results and ensure comprehensive
coverage of the topic.

2.3  Selection Criteria

The identification and assessment of articles and research
papers were governed by the specific inclusion and
exclusion criteria to maintain the relevance and integrity of
the selected literature.

Inclusion Criteria:

e Articles must focus on the security aspects of the
Internet of Vehicles, including authentication protocols
and their analysis mechanisms.

e Papers must be published in well-regarded academic
journals or conferences.

e Research from the past 5 years since 2024 was
prioritized to capture the most recent advancements in
the field.

Exclusion Criteria:

e To maintain consistency in language and
comprehension, non-English publications were excluded
from consideration.

e Articles without loV authentication protocols were not
considered.
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e Atrticles that did not directly address security and
privacy aspects within the loV domain were also
excluded.

3. Existing Surveys

The security and privacy related to the loV system must
be addressed, solved, and deployed properly because in loV
human lives are involved. Accidents could happen if an
attacker injects erroneous data about traffic signals, traffic
flow, or road conditions. It is crucial to know attackers and
evaluate the likelihood that they may cause damage to a
system.

3.1  Attacker Capabilities

Four categories can be used to differentiate the attackers,
as their skills are described in [14]: 1) Insiders & Outsiders,
The insider attackers who have been validated as network
users. The outsider attackers with limited offensive
capabilities are considered outsiders. 2) Malicious &
Rational, The malicious attackers have no personal gain in
targeting a system. The rational attackers aim to benefit
themselves, their behavior is more predictable. 3) Active &
Passive, to break a structure directs out signs. The passive
attackers simply detect the system. 4) Local & extended, the
local attackers employed an inadequate amount of entities
and functioned in a restricted range. The extended attackers
take control of numerous entities separate around the
network, covering their reach. The loV network faces
pressures from the numerous attackers enclosed overhead.
The variety of attacks could cooperation the reliability of the
system, thus distressing its whole safety and reliability.
Diverse safety attacks are enclosed in the subsequent section.

3.2 Security Attacks In loV Environment

The loV's vulnerability to sensitive cyber threats,
including Distributed Denial of Service (DDoS) attacks and
overhearing, offers the main apprehension. The threats in the
loV have exaggerated significance, risking both facility
functionality and municipal security. The complex
environment of these cyber hazards not only challenges the
loV's working usefulness but also increases the possibility of
serious coincidences. Talking about these weaknesses is
critical for guaranteeing the protected and consistent service
of the loV atmosphere. The following defines some key
attacks defined in previous surveys [10, 4, 11, 12].

i. Eavesdropping attack: In this attack, user I1Ds, geolocation,
and other pertinent data concerns to the loV setting are
inactively collected through the attacker. Without their
realization or agreement, this data is misrepresented in
contradiction of their privacy [15].

ii. Impersonation attack: The attacker signifies a genuine loV
object, misuses authentic identifications to gain illegal
profits, and produces misperception within the loV
atmosphere. The attacker operates the data to their benefit.

iii. Man-in-middle (MITM) attack: The data integrity and
privacy resolution of safety requests are disrupted through
this attack. This kind of attack includes the aggressor
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introducing himself between two legally interactive
objects or vehicles, attending in on their discussions, and
varying or inoculating false evidence into the
communications.

iv. Replay attack: This attack occurs when an attacker
broadcasts earlier messages repetitively to deceive other
loV atmosphere objects. This deceitful practice goals to
yield the benefit of replies.

v. Denial-of-service (DoS): Due to its huge distribution, this
kind of attack extremely negotiates the obtainability of
loV facilities. Its main goal is to prevent legitimate users
from using network resources and services, hence
preventing their availability. This attack poses a serious
problem since it stops genuine entities of loV from
communicating by interfering with the communication
channel. Since timely information is crucial for preventing
accidents, communication is key in life-critical safety
applications. DDoS attacks are a type of DoS attack that
carries greater severity than DoS attacks due to its
distributive nature. Many hostile entities attack a
legitimate entity in a DDoS.

vi. Sybil attack: The attacker creates a misleading
environment by flooding the target vehicle with dummy
vehicles via jamming a signal. Even when the target can
easily follow the obvious path, the aggressor pressures
them to monitor a diverse route. To conceal misleading
reports, several fictitious identities are used, each supplied
by a single attacker and mirroring actual nodes.

vii. Wormhole attack: An attack occurs when two or more
malicious entities join forces on a network to construct a
private tunnel through which data is forwarded from one
malicious entity to another at an opposite end. It controls
all packets that flow over that network, hiding the actual
distances between them and compelling other legitimate
entities to route through the tunnel that is built, leading to
a safety breach.

viii. GPS spoofing attack: The Global Positioning System
(GPS), relying on satellites, determines the precise
location of vehicles by maintaining location tables that
hold geographical coordinates and corresponding
vehicular identities. In this attack, the attacker manipulates
the position of the vehicles and thus fake locations are
received by legitimate entities.

ix. Communication removal attack: The vigorous aggressor
removes some of the communication conversation,
influencing details regarding the state of the vehicle or the
route. This attack affects the driver's decisions and results
in mishaps.

X. Session linking attack: An attacker can use flaws to link
two randomly selected vehicle sessions with other
network entities using a session linking attack. Through a
relatively simple calculation, this linkage may unveil all
credentials associated with the sessions.

The researchers talked about a wide range of potential loV
environment security threats.
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3.3 Security and Privacy Requirements

The digital world always has the possibility of attack and
data breach because the attackers are also well equipped with
tools and knowledge as the day passes. So, the attacks on
loV environments have the potential to create tragic
mishaps. Consequently, the selection of encryption
techniques must be undertaken with great care to ensure
adequate security and privacy. Encryption techniques are
vital for securing communications in the loV, where
sensitive data is transmitted between vehicles and
infrastructure. Traditional symmetric encryption algorithms,
such as AES, are commonly used due to their efficiency;
however, they may not fully address the unique challenges
of loV environments [32]. Recent developments have
introduced lightweight cryptographic protocols that are
specifically designed for resource-constrained devices in
loV, ensuring both security and efficiency [33].
BBlockchain-based encryption techniques are being

Table 1. Security Attacks in the loV Environment

explored to provide decentralized security solutions,
allowing for secure data sharing without relying on a central
authority [34]. The integration of homomorphic encryption
also allows for computations on encrypted data, preserving
privacy while enabling data analysis [35]. These encryption
techniques are crucial for ensuring the integrity,
confidentiality, and authenticity of communications in the
rapidly evolving loV landscape. Therefore, security and
privacy specifications are essential for evaluating and
improving a network's resilience, especially when it comes
to the loV environment. In reaction to the serious attacks on
loV that have been mentioned above, researchers have
looked into and put up a number of ways to improve security
and privacy. Table 1 shows the summary of previous studies
regarding security attacks on loV. Table 2 represents the
category of each attack highlighting the most dangerous
attack types:

[16] in 2023 [6]n 2022

[17]in 2021 [18] in 2020

Man-in-the-middle attack

black hole cloaking
grey hole creation
Virus

Sybil

Message Deception
GPS Intercepting
Masquerading
Black Holes

Worm Holes

Grey Holes

Fraud

Replay Attacks
Malware
Eavesdropping

ID disclosure
Traffic monitoring
Spyware

Denied access

Malicious software

Impersonation attack
GPS spoofing attack
Masquerading attack
Man-in-middle attack
Replay attack

Message injection attack

Cookie theft attack

Message manipulation attack

Channel interference and Jamming attacks

DoS

Eavesdropping attack
Message holding attack
False information flow
Channel hindrance attack
Malware attack

Physical Vehicle damage
Fuzzy attack

Sybil attack

Guessing attacks
Wormhole attack
Black-hole attack

Attack on fairness
Forgery attack

Session linking attack

Traffic analysis attack
Social attack
Eavesdropping attack
Masquerading attack
Message tampering attack
Replay attack

Illusion attack

Sleep deprivation
DoS/DDoS

Jamming attacks
Intelligent cheater attack
Jellyfish attack
Blackhole attack
Grayhole attack
Spamming attack
Greedy behavior attack
Sybil attack

GPS spoofing
Tunneling attack

Free-riding attack

Certificate/key replication attack

Repudiation attack

Message injection attack
Cookie theft attack

Flow of bogus information
Man-in-middle attack:
Impersonation attack

DosS attack:

Replay attack

Dissimulation of GPS attack

Syhill attack

Warm hole attack

Eavesdropping attack
Masquerading attack
Hardware intrusion attack
Data falsification attack
Channel hindrance attack
Fuzzy attack

Malware attack

Session linking attack
Guessing attacks
Message holding attack

Message deletion attack

Table 2: Classification of Security Attacks in the lov Environment

Attack Type Description

Category

Black Hole Cloaking Blocks legitimate data packets

Network Layer Attack
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Impersonation Attack
Man-in-the-Middle Attack
Message Injection Attack
Grey Hole Creation

GPS Spoofing Attack
Traffic Analysis Attack
Cookie Theft Attack
Virus

Masquerading Attack
Social Attack

Sybil Attack

Replay Attack

DoS Attack

Wormhole Attack
Eavesdropping

Channel Interference/Jamming
Malware

False Information Flow
Hardware Intrusion
Spamming Attack
Greedy Behavior Attack
Guessing Attacks
Forgery Attack

Repudiation Attack
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Masquerades as another vehicle
Intercepts and alters communication
Inserts malicious messages
Selectively drops packets

Alters GPS data

Monitors traffic for patterns
Steals session data

Infects systems

Disguises identity

Exploits social behaviors
Creates multiple fake identities
Re-sends captured messages
Floods network to deny service
Reroutes communication paths
Listens to communications
Disrupts signals

Infects devices

Propagates inaccurate data
Compromises physical hardware
Sends excessive messages
Excessive resource consumption
Attempts to guess sensitive data
Creates forged identities or messages

Denies committed actions

Spoofing Attack
Eavesdropping & Interception
Injection Attack

Network Layer Attack
Spoofing Attack

Privacy Attack

Privacy Attack

Malware Attack

Spoofing Attack

Social Engineering Attack
Spoofing Attack

Replay Attack

Denial of Service
Network Layer Attack
Privacy Attack
Jamming/Interference
Malware Attack

False Data Injection
Physical Attack

Denial of Service
Resource Exhaustion Attack
Guessing Attack
Spoofing Attack

Deception Attack

Table 3. Security Requirements, Attacks, and Solutions

Security Requirements Attacks

Solutions

Confidentiality Eavesdropping, Message holding, MITM

Integrity Identity Masquerading attack, Data Manipulation attack
Availability DoS / DDoS, Malware, Jamming
Privacy Privacy leakage, User ID disclosure, User’s credentials exposure

Authentication Replay attack, Impersonation, Sybil

Encryption
ID-based cryptography, hash functions

PKI Infrastructure using Authentication, Antivirus-software,
Spread-spectrum

Restrict access to sensitive data,
Anonymization methods, Encryption

Pseudonymous  and

ID-based batch verification, Position-verification,

Table 4. Proposed Protocols: Informal & Formal Analysis

Proposed  Informal analysis: Proposed work Novelty Results Formal

Protocols  Attacks resistance using Analysis
roposed protocols
prop P methods

[19] Sybil attack, Spoofing attack, Blockchain-based Optimized PBFT  Meets lov security  RoR model, and
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[20]

[21]

[22]

[23]

[24]

[25]

[26]

forgery attack, MITM attack,
DDOS, Replay attack

Physical capture attacks, session
key security, three-factor
authentication mechanism

Replay attack, MITM attack,
Impersonation  attack, Physical
capture attack, session key security

MITM attack, Anonymity and

Unlinkability, Traceability and
Revocability, = Replay attack,
Impersonation  Attack, Session

Fixation Attack, Forward Secrecy,
Colluding Attack Resistance

Anonymity and unlinkability,
Perfect forward secrecy, Known
key secrecy, Replay attacks,
Password guessing attacks,
Identity guessing attacks, Forgery
attacks and impersonation attacks,
RSU captured attacks

Anonymity and un-traceability of
the vehicle, withstand the DoS
attack, and withstanding cloning
attack

Tag anonymity, Mutual
authentication, Resistance against
tag tracking, and Resistance
against desynchronization attacks

Smart card theft attack, Unable to
retroactively  attack, ldentity
anonymity, Mutual authentication,
Replay attack, and Traceability
and non-repudiation

distributed
authentication for loV.
Decentralizes data
processing and storage
to reduce delays.

The paper proposes a
secure and efficient
Authentication and
Key Establishment
(AKE) scheme for loV
environments.

The paper proposes a
blockchain-based

secure distributed
authentication scheme
for loV, decentralizing
data processing and
storage to  reduce
communication delays
and response time.

Proposes a
Blockchain-Based
Privacy-Preserving
Authentication (BPA)
scheme  specifically
designed for the loV.

Proposes an improved
A\ authentication
protocol for loV using
Physical  Unclonable
Functions (PUF) and a
three-factor ~ secrecy
strategy  to  resist
attacks.

Proposes a new
authentication protocol
for the lov
environment that uses
biometrics and
Physical  Unclonable
Function (PUF) for
security.

Proposes a lightweight
RFID  security fast
authentication protocol
for loV in traffic
congestion  scenarios,
integrating  ownership
transfer in non-
congestion situations.

Proposes a mutual
anonymous
authentication and key

agreement scheme for

VANETs, based on
elliptic curve
cryptography.

consensus algorithm for
reusing  authentication
results. Reduces reliance
on RSUs, refining
system efficiency.

The paper identifies and
addresses the security
vulnerabilities of a

previously proposed
AKE scheme through
logical and

mathematical analyses.

Smart contract
technology is used for
the automatic triggering
of the authentication
process. An optimized
PBFT  algorithm s
designed  to  reuse
authentication results.

Utilizes blockchain
technology for
decentralized and secure
authentication, ensuring
privacy preservation
while  communicating
across loV networks.

Introduces PUF  for
enhanced security
against RSU attacks and
a conditional privacy-
preserving strategy for
anonymity and tracking.

Introduces biometric
key-based authentication
to safeguard against
smart card/device theft
and PUF to resist
cloning attacks.

Utilizes edge servers for
authentication and
combines ECC (Elliptic
Curve  Cryptography)
and hash functions for
secure  private data
protection in vehicles.

Introduces a two-phase
authentication: initial
(with the first roadside
unit) and subsequent
authentication,  which
reduces computational
complexity for vehicles
already on the road.

requirements. Reduces
communication and
computation costs.

The  proposed  scheme
enhances the security
properties and meets

essential requirements, with
AVISPA tool wused for
formal verification. The
scheme ensures improved
robustness.

The proposed scheme meets
the security requirements of
loV, with reduced
communication and
computation costs, verified
through formal security tools
and SUMO simulation.

The proposed BPA scheme
enhances  security  and
privacy in loV environments,
with efficient authentication
mechanisms  that  reduce
overhead and ensure user
privacy.

The  proposed  protocol
demonstrates provable
security under the random
oracle model and achieves
low computation and
communication costs,
providing enhanced security
and privacy.

Informal and formal analyses
(RoR model and Scyther
tool) verify the protocol’s
ability to withstand known
attacks. The protocol offers
low computation time and
ensures security.

Formal analysis using the
Scyther tool shows
resistance to typical attacks.
Experimentally, the scheme
reduces calculation and
communication overhead by
66.35% in congestion and

66.67% in non-congestion
scenarios.
Security analysis is

performed using BAN logic
and  Proverif  simulation,
demonstrating  that  the
scheme is secure.
Performance analysis shows
reduced computation and
communication consumption
compared to other methods.

AVISPA tool

AVISPA tool

Scyther tool

RoR
ProVerif tool

RoR model

model,

RoR model, and

Scyther tool

Scyther tool

BAN logic, and

ProVerif tool
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[27] Resilience against on-broad unit Proposes a new remote  Introduces remote  Security analysis (informal Correctness
physical capture attack, insider access control scheme registration of vehicles and formal) using AVISPA proof using
attack, replay attack, mutual for secure  and a two-phase  tool confirms that the Theorems, and
authentication, and  provides communication among mechanism: node scheme is secure against AVISPA tool
forward and backward secrecy vehicles in the (loV) authentication and key attacks like replay, man-in-

environment. agreement using  the-middle, and
cryptographic impersonation. Additionally,
techniques and pre- the scheme shows lower
loaded information. computation and
communication costs
compared to existing
methods.

[28] Stolen verifier, Vehicle Proposes a Secure Utilizes lightweight ~ BAN logic is used for formal ~BAN logic
anonymity, Session key security, Message symmetric hash  security  analysis, and
Denial of service, and Replay Authentication functions and encryption  performance  comparisons
attack Protocol (SMEP-loV) operations to ensure show  that SMEP-loV

for information secure and efficient completes authentication in
exchange among loV  authentication in loV. just 0.198 ms, demonstrating
entities using its lightweight nature and
lightweight hash efficiency.

functions and

encryption.

[29] Known Key Attack, and OBU Proposes a mutual Focuses on providing The proposed scheme is RoR model, and

Physical Capture Attack authentication and key  security, anonymity, and  formally verified to be AVISPA tool

agreement protocol for  untraceability while  secure against several attacks
loV-enabled Intelligent  ensuring low (e.g., replay, impersonation,
Transportation computational and  man-in-the-middle), has
Systems  (ITS) to communication lower overhead compared to
ensure secure  overheads, tackling seven other schemes, and
communications several known 1oV  demonstrates better security
between connected  attacks. and performance using NS2
entities. simulations.

[30] Session / Secret key disclosure  Proposes a secure and  The loV-SMAP  Security of loV-SMAP is RoR model, and
attack, and Mutual Authentication  efficient message  protocol ensures user validated wusing Real-or- AVISPA tool

authentication protocol anonymity and mutual Random (ROR) model and
(loV-SMAP) for authentication,  while AVISPA simulations. The
communication in loV-  resisting attacks like protocol is compared with
based smart cities, impersonation, secret existing schemes and is
addressing security  key disclosure, and off- shown to provide better
threats in loV  line guessing attacks. security and efficiency in an
environments. loV-based smart city.

[31] Password guessing attack, Man-in-  Proposes secure and Focuses on developing The protocols were  No Formal
the-middle attack, and Brute force  lightweight secure and efficient implemented on a Desktop analysis
attack communication protocols tailored for Computer and Raspberry Pi,

protocols for various different loV  demonstrating better
loV ~ communication components, addressing performance than competing
components, including security and efficiency protocols in terms  of
V2V, V2P, V2R, V2I, ina highly dynamic loV  communication, storage,
and V2S. environment. computation, and battery
consumption.
These specifications are derived from basic security eavesdropping and prevent unwanted access when

objectives like availability, non-repudiation, confidentiality,
data integrity, authenticity, and access control. The attacks
and solutions related to these requirements shown in [18, 36]
are provided in Table 3, and also explained in more detail in
the section that follows:

Confidentiality: Information over loV places a high value
on confidentiality, making sure that data is only exposed to
those who intend to see it and protecting sensitive
information from unwanted access. Encryption is a vital
component that ensures access is limited to authorized users,
protecting the security and privacy of entities in the loV
environment. Encryption becomes essential to stop
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adversaries become a threat [16-18].

Integrity: In loV environments, integrity is essential to

accuracy and coherence. Data accuracy is threatened by
attacks including viruses, masquerade, and message
tampering. 1oV environments are actively protected from
active man-in-the-middle assaults because MITM attacks
can modify the data. The integrity guarantees that message
contents are unchanged and legitimate throughout the
communication process [15].

Availability: The loV entities need to be completely
responsive at all times. More specifically, all of its parts
have to work all the time. The most known attack is DoS and
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DDosS attack that effects the availability of services needed
by different entities in 1oV environment.

Privacy: Modern cars have a need to protect private
information that might compromise the privacy of drivers or
passengers. The monitoring of the car's location, which is a
type of sensitive data, serves as an example. This is
problematic since many location services conflict with users'
privacy concerns by requiring access to the car's position
[37].

Latency: We have involved an in-depth conversation on
how diverse authentication protocols effect message delays,
mostly in high-mobility situations such as loV, where real-
time dealings are vital. Protocols that decrease handshake
rounds and decrease re-authentication processes have been
highlighted for their ability to improve system efficiency and
lower latency.

Scalability: It is a critical concern in the loV, particularly
in the context of authentication protocols. As the number of
connected vehicles rises, the need for efficient and secure
authentication mechanisms becomes paramount. Traditional
centralized authentication systems can become bottlenecks,
leading to delays and vulnerabilities. To address this,
decentralized approaches, such as those leveraging
blockchain technology, have been proposed to distribute
authentication tasks across multiple nodes, enhancing
scalability while maintaining security [38]. Furthermore,
federated learning-based protocols enable vehicles to
collaboratively authenticate without sharing sensitive data,
thereby reducing communication overhead and improving
scalability [39]. These advancements underscore the
necessity for scalable solutions that can adapt to the dynamic
nature of loV environments, ensuring secure and efficient
communication among the ever-increasing number of
vehicles [40].

Computational Overhead: We extended the examination
of computational costs related to different authentication
mechanisms, seeing the source restraints of loV strategies
like on-board units (OBUSs). This proposed study stresses
procedures that accomplish an optimal balance between low
computational complexity and security certifying they are
achievable for resource-limited devices without cooperating
act.

Authentication:  Authentication is  essential  for
confirming the legitimacy of loV entities communicating
across a network. It keeps attackers from impersonating
trustworthy nodes in order to modify or relay
communications in an unethical manner. In authentication,
the sender of the message can be verified using secrets only
known to the sender like password, pin and cryptographic
keys.

3.4 Security and Privacy in loV through Authentication

Authentication is an initial requirement for any entity in
the oV environment who wants to join and then communicate

with other entities. If any vehicle wants information about
the road condition from roadside units (RSU), the distance of
other objects, and the traffic flow information of a particular
area then that vehicle must authenticate itself as a legitimate
entity before starting any communication with other entities
in the loV. The entity after authentication establishes a
session key with another entity. This symmetric session key
is employed for communication in an unsecure channel.
Therefore, authentication is the initial phase its significance
ought to be given top consideration. The authors in [6]
describe the loV authentication is essential for identifying
and verifying vehicles using credential-based systems that
are supervised by a Trusted Authority (TA). Vehicles
authenticate with Roadside Units (RSUs) as part of the
procedure, and RSUs then submit requests to the TA for
verification. For the 1oV to guarantee data privacy, integrity,
and general security, a strong authentication process is
essential. Authentication is the initial line of defense against
a variety of attacks, such as replay, Sybil, warm hole,
impersonation, replay, message injection, and GPS spoofing.
Threats to loV authentication come from both intracluster
and out-of-cluster techniques. Thus, these attacks
immediately compromise the authentication mechanism if an
attacker gains access to the secret credentials of real nodes.
This breach allows unauthorized access to private data,
which could result in dishonest behavior by network
organizations. In [31] the authors describe loV network
model is consisting of the following 4 points:

e The loV communication situation is
registered vehicles only.

e The VS is a TA. Its processing and storage capacities
are also high. It can't be compromised.

e The OBUs and other entities also have storage and
processing capabilities.

e The registered user never discloses their password to a
stranger.

The VS is a TA initially registered all the communication
entities of loV. The registration involves 1) Vehicle
registration, 2) RSU Registration, 3) Portable Device
(Mobile) Registration, 4) Wireless Sensor Device
Registration, and 5) Infrastructure Registration [31].

limited to

4. Existing loV Authentication Protocols

The formal analysis of authentication methods in the
context of the loV is the main focus of this survey work.
Examining the formal analysis of the latest authentication
protocols is the primary goal. The goal of the study is to
present a thorough overview of the most recent loV
authentication protocols, highlighting a formal analytical
method used to verify the protocols. This will ultimately aid
in the development of more durable and dependable
authentication mechanisms for connected vehicles. Two
main approaches often employed by academics to confirm
their planned protocols are proper examination and casual
assessment.
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4.1  Informal Analysis of loV Authentication Protocols

The loV authentication protocols are examined
informally by monitoring their application and
structure regarding all  aspects without using official

statistical tools and mathematical proofs. Professionals in the
safety examination process such as
cryptographic approval assess how they are resistant
to attacks such as DoS, MITM, session-key-security, replay
attacks,  impersonation, and Sybil, etc. The causal
evaluation is an additional approach to help in detecting
possible weaknesses in the 1oV authentication process [41].

This paper also offers an informal examination of the
most current loV verification protocols, along with an
assessment of their behavior on numerous attacks. The
proposed work delivers visions into loV authentication
protocols by inspecting the efficiency of verification tools
and their flexibility to conceivable attacks. Table 4
represents proposed protocols, informal and formal analysis,
proposed work novelty, and results.

4.2 Formal Analysis of loV Authentication Protocols

Formal analysis is essential for safeguarding the security
and privacy of sensitive data transmitted among vehicles and
infrastructure in loV authentication protocols. By thoroughly
examining the protocols, potential vulnerabilities can be
detected and addressed prior to deployment, thereby
thwarting attacks like impersonation, replay, and man-in-the-
middle [42, 43]. The dynamic and highly mobile loV
environments, featuring frequent interactions, necessitate
robust security measures to protect against unauthorized
access and data breaches [44]. Furthermore, formal analysis
provides a systematic framework for modeling and
analyzing protocol behaviors under diverse attack scenarios,
thereby enhancing the reliability of security claims [45].
This is especially vital in the context of the loV, where
security vulnerabilities can have grave safety implications
[46]. Additionally, formal analysis can foster trust by
ensuring that authentication processes are both effective and
privacy-preserving [47]. Integrating formal analysis into the
development of loV authentication protocols s,
consequently, crucial for cultivating a secure and trustworthy
vehicular communication ecosystem.

To certify the consistency and safety of these key loV
objects, proper work of verification protocols is mandatory.
Formal assessment is employed to identify and report any
faults in the structure and application of verification
protocols using statistical tools and verification measures.
The main consequence of formal analysis is accuracy
certification, which assurances that the validation protocol
works as proposed and defends against diverse kinds of
safety threats. Moreover, formal study helps in the initial
exposure of errors throughout the design stage, permitting
quick modifications and developments. The overall use of
formal assessment in verification protocols is important for
structuring consistent schemes, observing manufacturing
standards, and defending against hidden breaches and
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unlawful admittance. The subsequent approaches are the
important ones that a large number of public investigators
employ for formal assessment:

Scyther: is a computerized tool employed for the
confirmation of the safety protocols. It is proficient in
facilitating in-depth analysis of information and examining
safety standards like privacy, reliability, protocol
availability, and authentication. The security protocol
description language (SPDL) is employed using the scyther
tool for the report of the protocols and the tests [48].

ProVerif: tool that inevitably tests cryptographic
protocols’ safety. Cryptographic primitives for instance
digital signatures, symmetric and asymmetric encryption,
and hash functions are supported, among others [49].

AVISPA: Automated Validation of Internet Security
Protocols and Applications (AVISPA) tool instructions the
correctness and defense standards of the protocols by a range
of formal methods, such as model examination and
representative study. AVISPA tool uses the “High-Language
Protocol Specification Language” (HLPSL) for defining
cryptographic protocols [50].

BAN Logic: Burrows, Abadi, and Needham (BAN) logic
has guidelines and systems that are employed for defining
and confirming the verification of main conversion between
gatherings, several important agreement protocols employed
BAN reason for studying the protocol genuineness [51].

ROR model: Real-Or-Random (ROR) model is
employed to approve the session-key protection of
authentication protocols [52].

This study aims to monitor the procedures that are
presently being employed in the formal examination of the
modern verification protocols used in the loV settings for
session keys well-known between objects to interconnection
in an exposed and unsafe network.

5. Research Challenges, Impact of the Dynamic
Nature, and Future Directions in loV

The impact of the dynamic nature of the Internet of loV
has a significant impact on authentication protocols. We
have delivered a broad conversation to address how issues
like vehicle mobility, ad-hoc connections, and changing
network topologies meaningfully effects the strategy and
efficiency of authentication protocols. The field of loV
security is a dynamic and active one, with new research
being introduced on a regular basis that offers innovative
approaches to address the ever-changing problems in system
security. In addition to helping to overcome current system
constraints like computation and power resources, recent
technology developments also create new opportunities for
combining traditional standards with creative solutions to
successfully handle security issues. The section that follows
explores particular areas for future research in the field of
loV security.
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5.1  Vehicle and Infrastructure Communication Security

It's critical to secure a connection between infrastructure
and automobiles. Eavesdropping, message manipulation, and
denial-of-service assaults are examples of threats. To
safeguard communication channels, strong cryptographic
protocols, intrusion detection systems, and safe key
management systems should be developed on IloV
environments.

5.2  Concerns about Privacy

User privacy is a problem with IoV because it involves
the gathering and exchange of sensitive data. Privacy
breaches may arise from unauthorized access to personal
data. A key component of the Vehicular Cloud (VC) is
privacy, which protects communication and information
sharing in an encrypted manner and is therefore essential for
building and preserving user trust in the loV environments
[15]. As a result, privacy-preserving techniques like data
anonymization and anonymous authentication should be
used to preserve user privacy while facilitating effective
communication.

5.3  Authentication

The dynamic member fluctuations in the loV make
trustworthiness essential. To stop unauthorized entities from
injecting false information, a strong authentication method is
required. Authentication is crucial for secure communication
between entities, especially in applications pertaining to
traffic safety where an intruder could be a serious threat [14].
Building trust between entities improves the security of loV.
Addressing the limitations of traditional credential-based
authentication, including password vulnerabilities and
management complexities, is pivotal for a secure loV
environment. In order to accommodate the dynamic and
ever-changing nature of loV ecosystems, future research
should concentrate on dynamic and  multifactor
authentication techniques, including password-less ways.

5.4  Blockchain

The decentralized nature of blockchain technology,
which does away with the need for reliable third parties, has
made it useful in the fields of loV. It is necessary to work
toward improving the benefits of blockchain technology, like
decentralization, immutability, and transparency [18].
Blockchain in loV provides immutable data integrity and
safe identity retention. The creation of a blockchain-based
authentication system to protect data in an loV is a possible
research problem.

55  Firmware and Security

Regarding Software and Firmware Security, the growing
dependence of automobiles on software highlights the vital
necessity of safeguarding in-car software and firmware.
Remote attacks could occur from these components'
exploitable vulnerabilities. Future efforts should concentrate
on putting secure coding techniques, hardware-based
security solutions, and constant monitoring into place in

order to solve this and guarantee the continued
confidentiality and integrity of software and firmware.

5.6  Large Quantity of loV Entities Data

An enormous amount of data is produced by the sensors
in the transportation environment, including cameras placed
on vehicles and road sensors. It is difficult to manage real-
time data from this vast amount of data. Fog computing has
been suggested as a solution, however, it is still in its early
stages [16].

5.7  Fog and Edge Computing

In the realm of the loV, fog, and edge computing play a
crucial role in enhancing authentication protocols. Fog and
edge computing are essential for improving authentication
protocols. Positioning computational resources nearer to the
data origin facilitates more effective data processing,

enhances response times, and diminishes latency.
Furthermore, a straightforward, energy-efficient
authentication methodology founded on Physically

Unclonable Functions has been developed to safeguard
communications  between  vehicles and  roadside
infrastructure. By improving resource allocation through the
use of deep reinforcement learning in task offloading, oV
systems' efficiency is further raised. These developments
emphasize how crucial it is to combine edge and fog
computing with strong authentication methods in order to
handle the particular difficulties presented by loV
environments. These advancements highlight the importance
of combining fog and edge computing with robust
authentication mechanisms to address the unique challenges
posed by loV environments [53-56].

5.8  Mobility, Ad-hoc Connections and Network Topology

The inherent dynamism of the loV, marked by vehicle
mobility, ad-hoc connectivity, and frequently changing
network architectures, presents substantial obstacles for
authentication protocols. The following points describe these
challenges and their impact:

i.  Vehicle Mobility: The high speed and constant movement
of vehicles complicates consistent authentication. Vehicles
frequently change network locations, necessitating rapid,
seamless handover of authentication processes between
different network points. For instance, protocols must
quickly re-authenticate vehicles when they move from one
RSU to another, which can cause delays if the system isn't
optimized for highly mobile environments. In loV the
devices have very limited resources and therefore
lightweight, fast protocols, such as those using cryptographic
hash functions, are increasingly being proposed to address
this issue by minimizing computational load and ensuring
real-time performance [57-60].

ii. Ad-hoc Network Connections: loV operates on an ad-hoc
network, meaning vehicles establish direct, short-lived
connections with nearby nodes. This unpredictability
requires authentication protocols that can handle
temporary, peer-to-peer interactions while ensuring
security. Ad-hoc connections are particularly vulnerable to
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impersonation attacks and man-in-the-middle attacks, so
protocols must incorporate measures like mutual
authentication or session-key generation for secure
communication [61-64].

iii. Dynamic Topologies: As vehicles move, network
topologies are constantly changing, which makes it
challenging to maintain a stable authentication process.
Conditional privacy-preserving protocols are being
developed to maintain security in these highly dynamic
environments, ensuring that users' identities are protected
even as network conditions shift. For instance, recent
proposals have leveraged techniques like Physical
Unclonable Functions (PUF) to enhance resilience against
RSU capture attacks, while three-factor authentication
helps protect against side-channel and impersonation
attacks [65, 66].

6. Conclusion

The loV domain uses sophisticated communication
technologies to improve road safety. Using real-time
information, the loV uses a complete communication
approach to reduce accidents. Security and privacy lapses
could result in casualties, so these issues must be addressed
in loV. The survey discusses security attacks like replay
attacks, MITM attacks, Sybil attacks, and others on loV
environments.

The key elements of security like integrity, encryption,
passwords, and cryptography confirm the validity of an
entity. In addressing privacy issues in modern vehicles,
protection measures are crucial.  Safety monitoring is
required especially in sensitive location data, driver, and
vehicle identities.

The authentication protocols have been proposed by
researchers to secure communication between loV entities.
The formal and informal analysis techniques are used to
confirm the proposed authentication protocol. Formal
authentication protocol analysis using mathematical models
for design examination to ensure loV entity dependability
and security. Using detection and correction techniques of
vulnerabilities such as replay attacks during the design
phase, the formal analysis provides correct verification.
Popular tools like Scyther, ProVerif, and AVISPA aid
employed in the establishment of strong authentication
protocols. The study addresses the significance of a
thorough examination and also upcoming trends and
difficulties in loV security and privacy. The future work will
be focused on further deep analysis of fog and edge
computing in loV safety which is another motivating and
active research domain.
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